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REVISION HISTORY
RNZV:;LZ? DEE:;::;“ Description of Change Release Date
V3R5 - MS Office - 0365-CO-000029, O365-CO-000030, 01 April 2026
365 ProPlus 0365-CO-000031, O365-CO-000032 -
STIG, V3R4 | Removed requirement causing operational
issues.
- 0O365-OU-000006 - Altered requirement to
allow “low”.
V3R4 - MS Office - 0365-CO-000028 - Added requirement to 01 October 2025
365 ProPlus disable diagnostic data.
STIG, V3R3 | - O365-CO-000029 - Added requirement to
disable connected experiences that analyze
content.
- 0365-CO-000030 - Added requirement to
disable connected experiences that download
online content.
- O365-CO-000031 - Added requirement to
disable additional optional connected
experiences.
- 0365-CO-000032 - Added requirement to
disable connected experiences.
- 0365-OU-000011 - Rule number updated
due to changes in content management
system.
V3R3 - MS Office - 0365-AC-000003 - Updated check to allow | 02 April 2025
365 ProPlus a value of 2.
STIG, V3R2 | - O365-CO-000002 - Upgraded requirement
to CAT I. Updated discussion.
V3R2 - MS Office - 0365-AC-000004 - Removed requirement 30 January 2025
365 ProPlus satisfied by O365-CO-000010.
STIG, V3R1
- MS Office - Altered scope in Overview document
365 ProPlus | (section 2, Baseline Notes).
Overview
V3R1 - MS Office - 0365-AC-000002, O365-CO-000007, 24 July 2024
365 ProPlus 0365-EX-000028, O365-PR-000002, O365-
STIG, V2R12 | PT-000008, O365-PU-000002, O365-PU-

000003, O365-VI-000003, O365-WD-000001
- Updated based on NIST SP 800-53 Rev. 5
changes.

-Because this is a major revision, version
numbers were incremented to the next whole
numbet.
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- Rule numbers updated throughout due to
changes in content management system.
- MS Office - Updated sections 2 and 3 based on NIST SP
365 ProPlus | 800-53 Rev. 5 changes.
Overview
V2R12 - MS Oftfice - O365-OU-000020 - Corrected location for | 24 April 2024
365 ProPlus | checking “Set Outlook object model custom
STIG, V2R11 | actions execution prompt”.
V2R11 - MS Office | - O365-AC-000003, O365-EX-000002, 25 October 2023
365 ProPlus | O365-PR-000003, O365-PT-000001, O365-
STIG, V2R10 | PU-000003, O365-VI-000001, O365-WD-
000018 - Updated Check Text and
Discussion; a value of REG_DWORD = 2 is
no longer allowed.
V2R10 - MS Office | - O365-OU-000006 - Changed junk email 10 August 2023
365 ProPlus | protection level setting to “No Automatic
STIG, V2R9 | Filtering”.
V2R9 - MS Office | - O365-EX-000024 - Corrected typo in the 27 April 2023
365 ProPlus | Check Text.
STIG, V2R8
V2R8 - MS Office - Rule numbers updated throughout due to 26 January 2023
365 ProPlus | changes in content management system.
STIG, V2R7 | - O365-EX-000014 - Cotrected the listed
registry value.
V2R7 - MS Oftfice - O365-EX-000002 - Updated Check and Fix | 27 October 2022
365 ProPlus | Text.
STIG, V2R6
V2R6 - MS Office - O365-OU-000009 - Removed extraneous 27 July 2022
365 ProPlus | space in registry path.
STIG, V2R5 | - O365-EX-000030 - Corrected Check Text
to point to correct path.
- 0365-CO-000007, ©365-CO-000013,
0365-CO-000015, O365-EX-000023, O365-
EX-000030, ©365-OU-000006, O365-PU-
000003 - Rule Keys were updated due to
changes in content management system.
V2R5 - MS Oftfice - 0365-EX-000030 - Removed an extraneous | 27 April 2022
365 ProPlus | “Microsoft Excel 2016 entry from the Check
STIG, V2R4 | Text.

- O365-CO-000007, O365-CO-000013,
0365-C0O-000015, O365-EX-000023, O365-
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OU-000006, O365-PU-000003 - Updated the
requirement to list the correct registry value.

- MS Office
365 ProPlus
STIG, V2R3

- O365-CO-000007 - Corrected expected
registry value for
‘automationsecuritypublisher’.

- 0365-CO-000013 - Corrected “Load
Controls in Forms3” Check Text criteria.

- 0365-AC-000003, O365-CO-000005,
0365-CO-000027, O365-EX-000002, O365-
EX-000030, O365-OU-000001, O365-OU-
000009, O365-OU-000010, O365-OU-
000013, O365-OU-000014, O365-OU-
000018, O365-PR-000003, O365-PT-000001,
0365-PU-000001, O365-PU-000003, O365-
VI-000001, O365-WD-000018 - Corrected
inconsistencies across registry values.

27 January 2022

- MS Office
365 ProPlus
STIG, V2R2

- 0365-CO-000005 - Updated finding
statement.

- 0365-CO-000007, ©365-CO-000013,
0365-CO-000025, O365-EX-000019, O365-
EX-000022, O365-EX-000023, O365-OU-
000003, O365-OU-000004, O365-OU-
000006, O365-PT-000003, O365-PT-000001,
0365-PU-000003 - Corrected registry key
value/path.

23 July 2021

- MS Office
365 ProPlus
STIG, V2R1

- 0365-EX-000013, O365-EX-000029,
0365-EX-000030 - Corrected registry key
and setting.

23 April 2021

- MS Office
365 ProPlus
STIG, V1R2

- DISA migrated the MS Office 365 ProPlus
STIG to a new content management system.
The new content management system
renumbered all Groups (V-numbers) and
Rules (SV-numbers). With the new Group
and Rule numbers, DISA incremented the
version number from V1R2 to V2R1.

- O365-EX-000030 - Corrected Registry key
required value.

- 0365-CO-000003 - Added CCI and NIST
controls from removed STIG ID O365-CO-
000011 as both requirements were the same.
- 0365-CO-000011 - Removed the
requirement. Duplicate of O365-CO-000003.
Added CCI control to O365-CO-000003.

23 October 2020

UNCLASSIFIED



UNCLASSIFIED

MS Office 365 ProPlus STIG Revision History, V3R5

01 April 2026

DISA

Developed by Microsoft and DISA for the DOD

REVISION HISTORY

Revision
Number

Document
Revised

Description of Change

Release Date

- 0365-CO-000003 - Corrected registry key
value for validation.

- MS Office
365 ProPlus
STIG, V1R1

- V-99645, V-99647, V-99651, V-99653, V-
99659, V-99663, V-99673 - Removed
references to Office 2016 from Discussion.

- V-99649 - Modified Check and Fix to
reference drop down box for selection.

- V-99661 - Removed duplicate of V-99645.

- V-99665 - Modified Check and Fix to
reference drop down box for selection and
corrected registry key.

- V-99675 - Corrected policy setting name to
include “security”.

- V-99691, V-99701 - Corrected registry path.
- V-99693 - Cotrrected Check and Fix to
removed check box option and state
“Enabled:Block all activation”.

- V-99699 - Corrected registry path and
Check verbiage.

-V-99729, V-99733, V-99735, V-99737, V-
99739, V-99741, V-99743, V-99745, V-99747,
V-99749, V-99751, V-99753, V-99755, V-
99757, V-99761, V-99909, V-99911, V-
100517, V-99851 - Corrected path in Check
and Fix.

- V-99745 - Modified Check and Fix to
reference drop down box for selection of
“Disable all with notification”.

-V-99769, V-99771, V-99773, V-99775, V-
99781, V-99783, V-99785, V-99789, V-99793,
V-99805, V-99807, V-99809, V-99811, V-
99813, V-99815, V-99817, V-99821 -
Corrected path in Check and Fix. Added
“User Configuration/ Administrative
Templates” to path.

- V-99779, V-99791, V-99879 - Cotrected
path in Check and Fix. Added “Enabled”
before the drop-down selection. Added “User
Configuration/Administrative Templates” to
path.

- V-99787, V-99855, V-99827, V-99861, V-
99825, V-99829, V-99857 - Corrected path in

24 July 2020
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Check and Fix. Added “Enabled” before the

drop-down selection.

- V-99797 - Corrected path in Check.

- V-99859, V-99863, V-99867, V-99875 -
Corrected Check and Fix formatting.

- Initial Release.

20 March 2020
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